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The GDPR

Transfer of personal data to Japan

The EU’ s new General Data Protection Regulation will come into
effect on May 25, 2018 and will then be binding in all EU member
states. However, many companies are still not aware of the new rules,
or have yet to overhaul their data protection compliance systems to
comply with them.[1] This task should be taken seriously as the new
rules allow for the imposition of fines for non-compliance of up to
€20 million, or 4% of worldwide annual turnover, whichever is higher
(Art. 83 GDPR).

A lot of the discussion over data protection in relation to EU-Japan
business relationships is focused on the transfer of personal data
from the EU to Japan, for example by an EU subsidiary of a Japanese
company to its Japanese parent.
There are two possible scenarios which might apply to permit such
transfers under the GDPR regime:

>> Figure 1: Fundamental Terms of the GDPR

The EU and Japan are currently negotiating the EU-Japan Economic
Partnership Agreement (also called the Japan-EU Free Trade Agreement
or “JEFTA” ), as part of which they hope to agree that each will recognize
the other as a country with an adequate data protection system in place.
If the European Commission decides that Japan’ s data protection
regime is so adequate, the transfer of personal data from the EU to
Japan would then be possible under Art. 45 GDPR, and would be
treated in the same way as a transfer between companies in the EU.
Japan and the EU have stated that they want to conclude JEFTA in
the summer of 2018.[2][3]

Personal Data, Art. 4 (1)
information relating to an indentified or identifiable
“ any
natural person (’ data subject’ ); and indentifiable natural

person is one who can be indentified, directly or indirectly,
in particular by reference to an indentifier such as a name,
an indentification number, location data, an online indentifier
or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or socialidentity of that
natural person

”

Special Categories of Personal Data, Art.9 (1)
・Racial or ethinic origin
・Political opinions

・Religious or philosophical beliefs
・Trade union membership

・Genetic data, biometric data for the purpose of
uniquely identifying a natural person
・Data concerning health

・Data concerning a natural person’ s sex life or sexual
orientation

EU data protection law only applies to personal data.
Information that does not fall within the definition of “personal data” is not
subject to EU data protection law.

A. JEFTA

B. Japan as a third country
If no adequacy agreement is reached, Japan will be categorized as
a third country for the purposes of the GDPR and the transfer of
personal data from the EU to Japan would be subject to the additional
requirements of Art. 46ff. GDPR. In such a case, a transfer of personal
data would only be possible if the EU-based controller or processor
of the personal data has implemented appropriate safeguards to ensure
the protection of such data after its transfer.
The most relevant of those safeguards are the so-called “Binding
Corporate Rules” (BCR), and the standard data protection clauses
(SCC) adopted by a supervisory authority in an EU member state and
approved by the European Commission.
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Further issues to be taken into account
Although the question of the transfer of personal data is an important
one, it is only one of many questions which Japan-based companies
which handle personal data from the EU or which have EU subsidiaries
will need to consider in relation to the GDPR; two others of particular
note are the territorial application of the GDPR and, if the company
has EU subsidiaries, the need for a data protection officer.

A. Territorial application
One of the novelties of the GDPR is its territorial scope. Art. 3 (2)
GDPR provides that the new rules apply not only to companies based
in the EU, but also to those outside the EU which process personal
data of data subjects located inside the EU for the purposes of either
a) the offering of goods or services to such data subjects in the EU,
irrespective of whether a payment from the data subject is required;
or b) the monitoring of the data subjects behavior in the EU.
Therefore, even a Japanese company that has no branch or subsidiary
inside the EU may be subject to the new data protection rules of
the GDPR[4].

B. Data protection officer
Art. 37 (1) GDPR provides that an EU-based company subject to the
GDPR will have to designate a data protection officer (DPO) if its data
processing requires regular and systematic large-scale monitoring
of data subjects, or it engages in large-scale processing of special
categories of data, such as racial, ethnic or genetic data (Art. 9 (1)).
According to Art. 39 GDPR, the DPO is responsible for, among other
things, monitoring compliance with the GDPR, providing advice, and
acting as the intermediary between the company and the supervisory
authorities. Art. 37 (5) GDPR states that the data protection officer
shall be designated on the basis of professional qualifications and,
in particular, expert knowledge of data protection law and practices,
and the ability to fulfil the tasks referred to in Art. 39 GDPR. He may
be a member of staff of the data handler, etc. (Art. 37 (6) GDPR), but
can also be an external service provider; the same DPO may be engaged
for a group of undertakings (Art. 37 (2) GDPR). It is estimated that
from May 2018, about 28,000 DPOs will be needed in Europe alone, [5]
and some 75,000 DPOs worldwide. [6]

C. Overall compliance
Further examples of the scope of the GDPR include measures to
take into account the rights of data subjects (Art. 12-23 GDPR), such
as the right to be informed of the processing of personal data, the
right to restrict such processing and the right to enforce the deletion
of personal data under certain circumstances, and stipulations
regarding the appropriate technical and organizational security
measures for the processing of personal data (Art. 24 (1)).

Conclusions
The GDPR represents a sweeping change to EU data protection
regulation, both in scope and territorial application. Although
transfers of personal data from the EU to Japan may be permitted
as mentioned at 2. above, Japanese companies which target individuals
in the EU for business or which handle personal data from the EU
should keep in mind that overall compliance with the GDPR is
essential not only for avoiding administrative fines, but also for
furthering customer trust and growing their business in Europe.
In addition, if JEFTA is concluded with the inclusion of mutual
recognition of the adequacy of data protection, it will ease EU market
access for Japanese companies if they are ready to comply with the
new GDPR data protection rules.
--[1] E.g. http://www.cityam.com/273499/gdpr-ignorance-should-we-worried
[2] http://europa.eu/rapid/press-release_MEMO-17-1903_en.pdf;
http://trade.ec.europa.eu/doclib/press/index.cfm?id=1767;
http://www.mofa.go.jp/ecm/ie/page4e_000718.html
[3] Both have stated that they aim to accelerate work towards achieving mutual adequacy
recognition as soon as possible in 2018.
http://europa.eu/rapid/press-release_STATEMENT-17-5307_en.htm
[4] For example, platforms which engage in e-commerce outside the EU may be subject
to the GDPR if they offer goods to individuals in the EU.
[5] https://iapp.org/news/a/study-at-least-28000-dpos-needed-to-meet-gdpr-requirements/
[6] https://iapp.org/news/a/study-gdprs-global-reach-to-require-at-least-75000-dposworldwide/

>> Figure 2: Fines under the GDPR

Can you afford a fine of up to 4% of global annual turnover?

GDPR Administrative Fines - a two tiered sanctions regime will apply.
・Breaches of Key provisions (e.g. basic principles for processing, transfer to a third country, ...) will be subject to administrative fines of
up to € 20,000,000 or, in the case of undertakings, 4% of global turnover, whichever is the higher.
・Other breaches will be subject to administrative fines of up to € 10,000,000 or, in the case of undertakings, 2% of global turnover,
whichever is the higher.

Fines can be imposed (discretionary rather than mandatory) by the supervisory authorities
on both data controllers and data processors; they must be imposed on a case by case basis
and must be “ effective, proportionate and dissuasive” .
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